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DORA COmeliance

The Digital Operational Resilience Act



Introduction

The financial sector is increasingly targeted by sophisticated
cyber threats, highlighting the need for robust security
measures. The Digital Operational Resilience Act (DORA)
is a new European Union regulation emerging as a pivotal
regulatory framework, aiming to fortify the cybersecurity and
operational resilience of the financial sector. The regulation
applies to a wide range of financial services providers,
including banks, investment firms, insurance companies,
and market infrastructure providers. This paper delves
into the intricacies of DORA, outlining its implications for
financial institutions and offering a roadmap for successful
compliance.

Background

The DORA regulation was published in the Official Journal of the
European Union on December 27, 2022. The regulation is the
result of several years of work by the European Commission
and other regulatory bodies and is part of a broader effort
to strengthen the financial sector in the wake of the global
financial crisis.

DORA, conceptualized against a backdrop of rising digital
threats and the need for harmonized EU-wide cybersecurity
standards, sets forth a comprehensive approach to managing
digital risks. It encompasses a wide range of financial entities,
including banks, insurance companies, and payment service
providers, bringing them under a unified regulatory umbrella.
The regulation focuses on critical aspects like ICT risk
management, resilience testing, and third-party risk oversight,
aiming to elevate the digital security posture of the financial
sector.
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Main Requirements of DORA

The DORA outlines several key requirements that financial institutions
must adhere to in order to achieve compliance. These requirements are
aimed at enhancing the operational resilience of the financial sector and
mitigating the risks of cyber attacks, IT failures, and other disruptions.
Some of the key requirements include:

1. Identification and mapping
of critical business services
and functions

2. Establishment of a robust
and comprehensive
governance framework

3. Implementation of effective
risk management and
mitigation measures

4. Testing and monitoring
of critical systems and services

5. Notification and reporting
of incidents to relevant authorities

Implications for Financial Services Providers

The DORA regulation has significant implications for financial services providers.
Compliance with the regulation requires a substantial investment of time, resources,
and expertise. Financial services providers will need to conduct a thorough
assessment of their systems and processes, identify potential vulnerabilities, and
develop and implement mitigation measures.

In addition, the DORA regulation will require financial services providers to work
closely with regulators and other stakeholders to ensure that they are meeting their
obligations under the regulation. This will require ongoing communication and
collaboration, as well as a commitment to transparency and accountability.

Below, we delve deeper into each requirement, offering practical guidance and
technical insights to help financial institutions navigate the complexities of DORA
compliance. By following these practical guidance and technical insights, financial
institutions can effectively address the main requirements of DORA and work towards
achieving compliance while enhancing their overall cybersecurity and operational
resilience.



Practical Guidance for Compliance

ICT Risk Management

ICT Risk Management, described in DORA (Art.5—14), is a critical component
in the operational resilience of financial institutions. The increasing complexity
and sophistication of cyber threats necessitate a comprehensive approach
to managing risks associated with information and communication technology
(ICT). DORA's requirements for ICT risk management provide a framework for
institutions to protect their infrastructure, data, and ultimately their reputation
and financial stability. Financial institutions must establish robust frameworks
to identify, assess, and mitigate ICT risks. This involves implementing policies
and procedures, conducting regular risk assessments, and ensuring continuous
monitoring and reporting mechanisms.

Requirement

Robust ICT risk management frameworks are not just a regulatory requirement
but a business imperative. Financial institutions must be equipped to identify,
assess, and mitigate risks across all ICT systems and services. This includes the
hardware, software, networks, and human elements involved in the operation
and support of IT systems.

Practical Guidance

To comply with DORA’s ICT risk management
requirements, financial institutions should:

Conduct thorough risk assessments that encompass all ICT components,
evaluating the likelihood and impact of potential threats.

Develop comprehensive ICT risk management policies
and procedures that are aligned with the institution’s
risk appetite and regulatory requirements.

Establish a governance structure that supports risk
management efforts, assigning clear roles and responsibilities
for risk identification, assessment, and mitigation.

Engage in continuous monitoring to detect and evaluate changes in the
risk landscape, using advanced analytics and threat detection systems.

Ensure that risk mitigation strategies are proportional to the
identified risks, implementing controls that effectively reduce risk
without unduly constraining business operations.

Foster a risk-aware culture throughout the organization, providing
training and awareness programs to ensure that all employees
understand their role in maintaining ICT resilience.
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Technical Insights

Technological advancements offer powerful tools for enhancing ICT risk management:

v Employ advanced cybersecurity solutions, such as next-generation firewalls,
intrusion detection and prevention systems (IDPS), and endpoint protection
platforms (EPP), to create multiple layers of defense against cyber-attacks.

v Utilize threat intelligence platforms to gather and analyze data
on emerging threats, enabling proactive defense measures.

+ Implement SIEM systems for real-time analysis of security alerts
generated by applications and network hardware, enhancing incident
detection and response capabilities.

+ Adopt Al and ML technologies to automate the detection of anomalous
behaviors and potential security incidents, streamlining the response
process and reducing the potential for human error.

+ Ensure strong encryption standards are in place for data at rest and
in transit, protecting sensitive information even in the event of a breach.

+ Consider the use of blockchain technology to enhance data integrity and prevent
tampering, particularly in financial transactions and record-keeping.
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Incident Reporting

Incident Reporting, described in DORA (Art.15-20), is a critical process under the
Digital Operational Resilience Act (DORA), designed to ensure financial institutions
are prepared to handle and promptly communicate ICT-related incidents. The
aim is to mitigate risks to their operations and the broader financial market.
DORA requires a robust framework for detecting, managing, and reporting cyber
incidents to the relevant authorities without delay.

Requirement

Financial institutions must have established mechanismsin place thatenable the
efficient and immediate reporting of significant cyber incidents. This is a crucial
step in maintaining the integrity and resilience of financial services.

Practical Guidance

To meet the DORA incident reporting requirements, financial institutions should:

Develop comprehensive incident response plans that clearly
define the procedures and responsibilities for internal and
external communication during a cybersecurity incident.

Establish designated roles within the organization
for incident management, including a response
team capable of making quick decisions.

Create communication channels and templates
to facilitate rapid notification to regulatory authorities
and stakeholders in case of an incident.

Implement automated tools that assist in the detection, prioritization,
and reporting of incidents to reduce response times and human error.

Train employees regularly on incident recognition and reporting
procedures to ensure they understand the signs of a cyber
incident and the steps to follow when one is detected.

Conduct regular exercises and simulations to test the effectiveness
of incident response plans and team preparedness.



Technical Insights

Technological advancements are integral to an
effective incident reporting framework:

+ Deploy advanced SIEM systems that can analyze large volumes
of data in real-time to detect and alert on potential security events.

v Utilize dedicated incident response platforms that provide
a centralized interface for managing the lifecycle of an incident.

+ Incorporate automatic ticketing systems that generate and track incidents,
ensuring accountability and follow-through on response activities.

v Implement robust monitoring solutions that provide real-
time visibility into critical systems, enabling quicker detection
of unusual activities that may indicate an incident.

v Integrate threat intelligence platforms to stay updated on current cyber
threats and vulnerabilities, enabling a more informed response to incidents.

v Ensure compliance with data protection regulations when reporting incidents
by securing sensitive information through encryption and controlled access.

369 Consult’s strategic advisory

services can empower your

institution to establish or refine

your incident reporting mechanisms.

Our experts can help you design

and implement a responsive

incident reporting framework that

not only complies with DORA but also _ _ _
enhances your organization’s overall LRl e b
cybersecurity posture. By partnering Lo 4 BT o
with us, you gain access to industry-
leading practices, training,

and technology solutions that solidify,
your defenses and demonstrate i
your commitment to operational '
resilience.
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Resilience Testing

Resilience Testing, described in DORA (Art.21-24), is a critical requirement under
the Digital Operational Resilience Act (DORA), which stipulates that financial
institutions must regularly evaluate their ICT systems’ readiness to withstand
cyber threats. These evaluations must be thorough, encompassing a variety
of testing methods to ensure a comprehensive assessment of the institution’s
cyber resilience. Regular testing of ICT systems, including penetration testing
and scenario-based exercises, is crucial to evaluate and enhance their resilience
against cyber threats.

Requirement

Financial institutions are mandated to undertake systematic resilience testing
of their ICT systems, which should include a diverse set of test methodologies
like penetration testing, scenario analysis, and full-scale crisis simulations.
The objective is to expose vulnerabilities, test the effectiveness of controls, and
improve incident handling and recovery processes.

Practical Guidance

To adhere to DORA's resilience testing requirements, financial institutions should:

Establish a structured testing schedule, ensuring regular
and diverse testing activities throughout the year.

Utilize a mix of testing strategies, including red team exercises
to simulate real-life cyberattacks, blue team defenses, and
tabletop exercises for strategic crisis management.

Incorporate lessons learned from testing outcomes to continuously
update and strengthen ICT system defenses and recovery strategies.

Engage with third-party vendors and service providers to ensure
their testing practices are also in line with DORA requirements,
especially if they handle critical functions or data.

Foster a collaborative environment that involves all relevant
stakeholders, including the board of directors, IT department,
and third-party partners, in resilience testing activities.

Document testing methodologies, findings, and remedial
actions to create a reference of historical data that can
inform future testing and risk management decisions.



At 369 Consult, we specialize in guiding
financial institutions through the intricacies

of resilience testing as mandated by DORA.
Our services include developing customized
testing programs, providing technical expertise,
and offering training rstaff

is well-prepared for any.cyber threat scenario.
With our assistance, your institution can not
only meet the regulatory réquirements but also
build a robust, adaptable, and resilient

ICT infrastructure capable of responding to the
dynamic cyber threat landscape.

Technical Insights

Advancements in technology provide an array of tools
and methods to support effective resilience testing:

v Implement cutting-edge penetration testing frameworks to simulate
sophisticated cyberattacks and evaluate the performance of security measures.

+ Use code analysis tools to identify potential security flaws in software
applications before they can be exploited by attackers.

+/ Leverage cyber range environments to create realistic, immersive simulations
for testing the responses of both technology and personnel to cyber threats.

v Apply scenario planning and modeling to anticipate and prepare
for a wide range of potential cyber incidents, considering
both current and emerging threat vectors.

+ Incorporate automation and orchestration tools to streamline the testing
process, allowing for more frequent and consistent testing cycles.

+ Consider external red teaming services to provide an unbiased assessment

of t ei Stitutio S de enses ClgOi st a pote t|0| ClttGCke S pelSpeCtiVe.

8 conNsuLT



Third-Party Risk Management

Third-Party Risk Management, described in DORA (Art.25-39), is a cornerstone
of the Digital Operational Resilience Act (DORA), reflecting the fact that financial
institutions increasingly depend on external ICT service providers. DORA thus
mandates rigorous oversight of these relationships to safeguard against the
risks they could introduce to the ICT ecosystem. Given the reliance on external ICT
service providers, DORA emphasizes the importance of stringent due diligence,
continuous monitoring, and effective management of third-party risks.

Requirement

Financial institutions are obligated to institute comprehensive practices for
managing therisks associated with theirthird-party service providers, particularly
those providing critical ICT services. This includes due diligence, contract
management, and the continuous monitoring of third-party performance and
compliance. Financial institutions must establish comprehensive third-party
risk management practices to assess and manage the risks associated with
outsourcing ICT services.

Practical Guidance

To ensure effective third-party risk management in line with
DORA regulations, financial institutions should:

Implement robust due diligence processes that assess the security
postures of potential third-party service providers before engagement.

Define and enforce stringent security requirements in contracts, setting
clear expectations for incident reporting and regulatory compliance.

Weworks for ongoing performance evaluations
and risk as nts of third-party service providers.
Ensure that contingency plans are in place; including exit strategies and

the ability to switch providers or bring services in-house if necessary.

Foster strong communication channels with third parties to facilitate
transparency and responsiveness in managing potential risks.

internal teams to understand the risks associated with third-party
ts and the importance of ongoing vendor management.

ool ~ NN




Technical Insights

A comprehensive third-party risk management strategy
is supported by a range of technical solutions:

+ Leverage vendor risk management platforms to streamline vendor
assessments, monitor compliance, and manage documentation efficiently.

+ Enforce rigorous access management protocols, such as multi-
factor authentication and the principle of least privilege, to minimize
the risk of unauthorized access to systems and data.

+ Use encrypted communication channels and secure data transfer
mechanisms when sharing information with third-party providers.

+ Regularly audit third-party providers’ security measures and
compliance with agreed-upon standards through assessments,
penetration testing, and reviews of security certifications.

+ Utilize cloud access security brokers (CASBs) to gain visibility into and
control over the use of cloud services by third-party vendors.

+ Integrate continuous monitoring tools that provide real-time insights
into third-party activities and potential security events.

At 369 Consult, we understand the complexities

of managing third-party risk in a dynamic
regulatory environment. Our team of experts

can assist in establishing a robust third-party risk
management framework that not only meets DORA
requirements but also aligns with your institution’s
operational objectives. We provide the expertise,
tools, and support necessary to evaluate, select,
and oversee third-party service providers, enabling
you to maintain operational resilience and protect
against third-party risks.

369
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Information Sharing, described in DORA (Art.40), plays a pivotal role in enhancing
the collective cybersecurity posture of the financial sector. The Digital Operational
Resilience Act (DORA) recognizes the benefits of sharing cyber threat intelligence
and best practices and encourages financial institutions to collaborate in this
endeavor. The regulation encourages the sharing of cyber threat intelligence
and best practices among financial entities, fostering a collaborative approach
to bolstering cybersecurity.

Requirement

DORA compelsfinancial institutions to create effective channels for disseminating
information related to ICT incidents. This requirement facilitates a unified
response to cyber threats and promotes a resilient financial ecosystem. Financial
institutions must establish mechanisms for sharing information related to ICT
incidents with regulatory authorities, other financial institutions, and relevant
stakeholders.

Practical Guidance

Financial institutions aiming to comply with DORA’s
information sharing provisions should:

Establish comprehensive information sharing frameworks that outline what
information should be shared, the format, the recipients, and the timing.

Prioritize the protection of sensitive data while sharing
information, ensuring that sharing practices are
compliant with data protection regulations.

Foster partnerships with industry associations, regulatory
bodies, and other financial institutions to develop
a collective defense against cyber threats.

Engage in bilateral or multilateral sharing initiatives to exchange
insights on emerging threats and defense strategies.

Regularly participate in industry forums, workshops, and training sessions
that promote the exchange of cybersecurity knowledge and experiences.

Develop feedback mechanisms to evaluate the effectiveness of shared
information and refine information sharing practices accordingly.

OO, N Do
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At 369 Consult, we understand the complexities of managing third-party

risk in a dynamic regulatory environment. Our team of experts can assist

in establishing a robust third-party risk management framework that not only
meets DORA requirements but also aligns with your institution’s operational
objectives. We provide the expertise, tools, and support necessary to evaluate,
select, and oversee third-party service providers, enabling you to maintain
operational resilience and protect against third-party risks.

Technical Insights

The technical aspects of information sharing are critical
for secure and efficient communication:

+ Employ end-to-end encryption for all shared data to prevent

interception or unauthorized access during transit.

+ Utilize secure, dedicated platforms for the exchange of threat intelligence
and incident data that comply with industry security standards.

+ Adopt the use of common frameworks and languages for cyberthreat infor ale ion
such as STIX (Structured Threat Information eXpression)-and TAXII (Trust mated -
eXchange of Indicator Information) to facilitate interoperability and cl@

d

+ Integrate automated threat intelligence platforms to collect,
analyze, and disseminate threat data in real-time.

+ Ensure that all information sharing systems are equipped with robust access
controls and auditing capabilities to track and manage data exchanges. O

+ Consider participation in public-private partnerships to broaden the scope
of threat intelligence and take advantage of governmental cyber expertise.
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Due Dates Specified by Regulator

The regulatory landscape for financial institutions is becoming increasingly
complex, with the Digital Operational Resilience Act (DORA) introducing
comprehensive measures to safeguard the financial sector's ICT systems.
To supportinstitutions in their compliance journey, the European Union regulators
have established a clear timeline with critical due dates. These dates are
essential for institutions to understand and adhere to, as they structure the path
to full compliance.

Initial Assessment Deadline:

The first significant milestone is the initial assessment deadline. By this date,
financial institutions must have completed a thorough evaluation of their current
ICT risk management frameworks. This assessment is crucial for identifying any
potential vulnerabilities or gaps in their cyber resilience strategies. The results
of this initial assessment will inform the development of an enhanced ICT risk
management plan, ensuring that institutions can address identified weaknesses
and align with DORA’s stringent requirements.

Regular Testing Commencement:

Following the initial assessment, financial institutions must establish a routine
for resilience testing. This involves conducting penetration tests, scenario
analyses, and other relevant assessments to evaluate the effectiveness of ICT
systems against potential threats. Starting from the specified commencement
date, these regular testing exercises will help institutions to not only detect and
respond to vulnerabilities but also to refine and improve their cybersecurity
measures continuously.

Full Compliance Deadline:

The final deadline is arguably the most critical, marking the date by which
institutions must achieve full compliance with all DORA requirements. This
includes establishing robust incident reporting protocols, managing third-party
risks effectively, and engaging in proactive information sharing with regulators
and other stakeholders. Financial institutions must have all processes, policies,
and systems in place to comply fully with the regulation’s various components.

To ensure that financial institutions meet these deadlines, a strategic and well-
structured approach to planning and execution is paramount. 369 Consult
is adept at guiding institutions through each phase, providing expert advice, and
bespoke solutions that address the unique challenges and compliance needs
of each institution.
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In addition to these key milestones, financial institutions must be mindful of the
ongoing nature of regulatory compliance. DORA is not a one-time obligation
but a continuous commitment to maintaining operational resilience in an ever-
evolving digital landscape. To this end, 369 Consult offers continuous support
and monitoring services, ensuring that your institution remains compliant and
ahead of the curve in the face of future regulatory updates or amendments.

With the expertise of 369 Consult, financial institutions can confidently navigate
the deadlines set by regulators, ensuring that every aspect of DORA is integrated
into their operational frameworks. Our strategic compliance roadmap, coupled
with our comprehensive suite of services, empowers institutions to not only
meet regulatory expectations but to leverage them for enhanced performance,
security, and competitive advantage.
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Conclusion

The Digital Operational Resilience Act (DORA) is a new European Union regulation
that aims to enhance the operational resilience of the financial sector. The
regulation sets out a number of key requirements for financial services
providers, including the identification and mapping of critical business services
and functions, the establishment of a robust and comprehensive governance
framework, and the implementation of effective risk management and mitigation
measures.

Compliance with the DORA regulation will require a substantial investment
of time, resources, and expertise, and will require ongoing communication
and collaboration with regulators and other stakeholders.

In light of these extensive DORA requirements, it is clear that financial institutions
face a challenging path towards achieving and maintaining compliance.
Navigating the intricate landscape of regulatory expectations will be a complex
and continuous endeavor, particularly as the digital ecosystem evolves and new
threats emerge. Financial service providers must not only adapt to the current
regulatory framework but also anticipate future changes and be proactive
in their approach to operational resilience.

This is where 369 Consult steps in as an invaluable partner in your compliance
journey. With our deep industry knowledge and expertise in the realms of ICT risk
management,incidentreporting, resilience testing, third-party risk management,
and information sharing, we offer tailored solutions that ensure you not only
meet but exceed DORA requirements. Our team of seasoned professionals
is equipped to provide practical guidance, technical insights, and the necessary
tools to streamline your compliance processes.

369consult services

IT/Security
Integration

Management Security
Consulting Consulting

Helping you steer your Stay ahead of modern cyber
company through threats and secure your

the ever-evolving business with streamlined

IT landscape, ensuring cybersecurity solutions,

that every aspect of your IT audits, compliance

digital strategy aligns with guidance and cyber

your business vision. risk management.

Strategic partner for Chief
Information Officer (CIO)
consulting services

for transformative

IT solutions that drive
innovation and efficiency.
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Moreover, we understand the importance of a strategic approach to compliance
that aligns with your business objectives. 369 Consult prides itself on its ability
to integrate regulatory demands into your broader business strategy, turning
compliance into a competitive advantage rather than a mere obligation. Our
collaborative approach means we work closely with you to identify your specific
needs, challenges, and opportunities for growth, ensuring that your investment
in compliance also drives efficiency, innovation, and market leadership.

By choosing 369 Consult, you are not just getting a service provider; you
are gaining a partner that is committed to your success. Our client-centric
approach, coupled with our commitment to staying at the forefront of regulatory
and technological advancements, positions us as the go-to consultancy for
financial institutions seeking to thrive in the face of DORA's rigorous demands. Let
us help you turn compliance into an opportunity for improvement, innovation,
and sustainable growth.

In summary, as the financial industry continues to advance into the digital
age, the importance of operational resilience cannot be overstated. With DORA
setting the stage for a more secure and resilient financial sector, 369 Consult
is your trusted ally, ensuring that you navigate this new regulatory landscape
with confidence and emerge stronger, more agile, and more competitive than
ever before.

For more information please contact:
Alexandru Hritcu

Partner Cyber Security & Risk

alexandru.hritcu@369consult.com
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Let’s make it more secure.

www.369consult.com



What you do matters.
Let’s make it more secure. =
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